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Introduction

» CPgD was hired by a big Brazilian company to find out
which information had been stolen by three different
malwares, that infected its environment.

» Each one of them stored information in encrypted form
using different mechanisms.

» We did only have access to the encrypted files and the
malware binaries, meaning we could not use the special
purpose hardware targeted by them.

» Due to the sensitivity of the stolen data and signed NDA,
this talk will not use the real information we retrieved
from those files.
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Covered topics

» Detection of weak cryptosystems.

» Cryptanalysis of classical algorithms.

» Block ciphers.

» DES.

» Modes of operation.

» Searching key in malware binary or in memory.
» Worst scenario.
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File #1171 Sample

D © @ #0l.enc - GHex

Arquivo Editar Ver Janelas Ajuda

00000000A6 B7 A7 69 94 89 AD BB B3 72 9E A8 69 97 8E AE ...1i..... r..i...
00000010BE C1 BF BO B6 B2 BD 8E 68 A2 94 95 A4 94 92 A2 ........ h.o.o.....
0000002079 68 6F 6F 72 6F 62 69 6E 40 68 6F 6F 72 6F 62 yhoorobin@hoorob
0000003069 6E 40 68 6F 6F 72 6F 62 69 6E 40 68 6F 6F 72 in@hoorobin@hoor
000000406F 62 69 6E 89 BB 6F BO 72 9B A3 BB B5 85 68 9C obin..o.r..... h.
00000050BE C5 BO AB AC 6E 6F AE 6F A3 B7 B2 AA B7 B7 83 ..... N0.O.......
00000060A9 BB 7B 72 55 D7 6E 22 23 B5 28 9B F6 E6 3A 59 ..{rU.n"#.(...:Y
00000070D7 5A EO 12 44 CD 4D OA 31 DF F2 4C 96 DE 3B 17 .Z..D.M.1..L..;.
0000008038 7B 31 37 D4 06 23 F4 89 D4 E2 26 40 C2 1A 3A 8{1l7..#....&@..:
000000903C OA 41 FC 8A 6C 68 6F 6F 72 6F 62 69 6E 40 68 <.A..lhoorobin@
000000AO6F 6F 72 6F 62 69 6E 40 68 6F 6F 72 6F 62 69 9E oorobin@hoorobi.
000000B092 B7 B2 B4 B6 C4 B4 AA BA 40 89 BD B3 72 9F AA ......... @...r..
000000COC2 C1 89 AB BO BB 72 92 B1 B7 C2 92 B7 BB C2 72 ...... Feeeee s r
000000DOA3 AA AA C2 40 9B B4 B4 BD C2 62 9D BD 40 98 C1 ....@..... b..@..
0O0000OEOBE C6 B4 A5 BD 6E 74 BO B4 6F 95 BE BO AF B7 84 ..... nt..o......
000000FOAD BD C3 BB BO AE B2 C2 99 74 43 85 30 /5 EE 79 ......... tC.0u.y,

8 bits com sinal: |_-90 ‘ 32 bits com sinal: |_1?72599206 | Hexadecimal: |_A6 |

8 bits sem sinal: [166 | 32 bits sem sinal: [1772599206 | octal: [2a6 |

16 bits com sinal: [-18522 | Flutuante de 32 bits: [2.534473e+25 | Binario: [10100110 |

16 bits sem sinal: (47014 | Flutuante de 64 bits: [-3.1273962-21 | Tamanho do fluxo: E

& Mostrar decodificacéo little endian Mostrar niimeros sem sinal e flutuantes como hexadecimal

Deslocamento: 0
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File #1 17 Important facts

o File#l Is pretty redundant.
» This means a weak cryptosystem was used.

» The distance between occurrences of the string
frobin@hooois always multiple of its length.

» Most of the bytes has values between 80 and 180.
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File #1 7 Hypothesis

» Hypothesis #1: a constant number is added to each
byte modulo 256 and a given string is repeated several
times in the plain text.

» Not likely, but it should be tested.
» How?

» Hypothesis #2: a Vigenere cipher over an alphabet of

256 elements and period equals 9 was used.
» Candidate key: robin@hoo



File #1 1 First attempt

2 © @ #0l.decl- GHex

Arquivo Editar Ver Janelas Ajuda

0000000034
000000104F
0000002039
0000003000
0000004000
000000504F
0000006041
0000007069
00000080D6
00000090 CA
000000A000
000000BO52
000000CO59
000000D0 34
0OOOOOEO4F
000000FO45

8 bits com sinal:
8 bits sem sinal:
16 bits com sinal:

16 bits sem sinal:

48
52
00
00
00
53
4C
1A
12
9B
0o
4F
53
48
54
4E

45
4D
00
00
00
41
0C
78
C3
DF
00
43
49
41
45
54

00
41
00
00
00
49
00
A3
F7
93
00
45
43
54
43
49

26
54
00
00
49
43
E6
D5
6C
1C
00
44
41
00
54
41

49
49
00
00
53
00
75
5B
97
2C
00
55
4C
33
00
4C

52

[52

|18484

|18484

& Mostrar decodificacdo little endian

Deslocamento: 0

45
4F
00
00
00
2F
05
DE
B4
00
00
52
00
45
34
49

)

4C
4E
00
00
41
46
B4
A8
82
00
00
41
23
45
48
54

| 32 bits com sinal:

| 32 bits sem sinal:

>

44
00
00
00
00
00
E3
C8
1A
00
00
4C
4F
4B
45
59

| Flutuante de 32 bits:

| Flutuante de 64 bits:

00
33
00
00
2C
34
4D
71
72
00
00
00
4E
53
00
0C

2F
25
00
00
41
45
B9
B2
79
00
00
21
54
00
23
D4

46
23
00
00
52
43
2C
E4
B8
00
00
4E
52
34
4F
16

00
35
00
00
47
48
84
27
00
00
00
44
4F
4F
4E
BE

29
32
00
00
45
4E
77
6F
5A
00
00
00
4C
00
46
06

[4540468

4E
29
00
00
00
49
D8
c9
AB
00
00
30
53
30
49
8C

46
34
00
00
2D
43
FO
A8

B ....

00
30
48
00
52
44
10

| Hexadecimal:

14540468

| octal:

6.362551e-39

|2.672255e+59

| Tamanho do fluxo: |8

| Binario:

4HE .&IELD./F.)NF
ORMATION. 3%#52)4

....I1S.A., ARGE. -
OSAIC./F.4ECHNIC
AL...u...M., .w..

ROCEDURAL. 'ND.0GH
YSICAL.#ONTROLS.
4HAT.3EEKS.40.0R
OTECT.4HE.#ONFID

ENTIALITY....... .

[34

[064

|oo110100

Mostrar nimeros sem sinal e flutuantes como hexadecimal

‘PP
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File #1 7 Correction

2 © @ #0l.dec2- GHex

Arquivo Editar Ver Janelas Ajuda

0000000054 68
000000106F 72
0000002059 20
0000003020 20
0000004020 20
00000O506F 73
0000006061 6C
0000007089 3A
00000O8OF6 32
0O0OOOO9OEA BB
000000A020 20
000000BO72 6F
0000OOCO79 73
000000DO54 68
OOOOOOEOGF 74
0000OOFO65 6E

6D
20
20
20
61
2C
98
E3
FF
20
63
69
61
65
74

65 -

46
74
20
20
69
63
06
F5
8C
3C
20
64
61
20
74
61

69
69
20
20
73
20
95
7B
B7
4C
20
75
6C
53
20
6C

65
6F
20
20
20
4F
25
FE
D4
20
20
72
20
65
54
69

6C
6E
20
20
61
66
D4
C8
A2
20
20
61
43
65
68
74

8 bits com sinal: |84

| 32 bits com sinal:

8 bits sem sinal: [8a

| 32 bits sem sinal:

16 bits com sinal: |26708

16 bits sem sinal: |26708

| Flutuante de 64 bits:

Deslocamento: 0

& Mostrar decodificacdo little endian

| Flutuante de 32 bits:

64
20
20
20
20
20
03
E8
3A
20
20
6C
6F
6B
65
79

20
53
20
20
4C
54
6D
91
92
20
20
20
6E
73
20
2C

4F
45
20
20
61
65
D9
D2
99
20
20
41
74
20
43
F4

66
43
20
20
72
63
4C
04
D8
20
20
6E
72
54
6F
36

20
55
20
20
67
68
A4
47
20
20
20
64
6F
6F
6E
DE

49
52
20
20
65
6E
97
8F
7A
20
20
20
6C
20
66
26

| 543516756

6E
49
20
20
20
69
F8
E9
CB
20
20
50
73
50
69
AC

66
54
20
20
4D
63
10
C8

EB .

20
50
68
20
72
64
30

| Hexadecimal:

|543516756

:\ Octal:

|1.943157e-19

|1.441612e+214

| Tamanho do fluxo: 8

:\ Binario:

The Field Of Inf
ormation SECURIT
Y

is a Large M
osaic Of Technic
al, ..%..m.L....

rocedural And Ph
ysical Controls

That Seeks To Pr
otect The Confid
entiality, .6.&.0,

|_54

(124

|01010100

Mostrar nimeros sem sinal e flutuantes como hexadecimal

4
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File #1 17 Description of cipher

» Alphabet of definition: A= { 0,
» Plain text: M =mym;m,é m_,, m ¥ A
o Cipher text: C =c,c,C€ €., G Y A
o Key: K = Kk, k,k;k, Kek:k-Kg

= 0x52 4f 42 49 4e 20 48 4f 4f

Encryption function: ¢; = m; + K o4 9 Mod 256
Decryption function: m; = ¢; T K yoq 9y mod 256

o

1,



File #2 17 Sample

0 © @ esruser@ubuntu: /tmp
Arquivo Editar Ver Terminal Ajuda

esruser@ubuntu:/tmp$ cat \#02.enc

iPLKR5LehJf6FP4sWSDmQvY07PcZj Zi5WSvk287c2/UUSN2mC+vagZvA7LVulZm4+UMyALlDUwZDgFXKC
3GcMBeyAnRw/ f11WX7UpAMOVUBPbOop8yMTYwow9EO6XxcT84Zrduknt2B54=8KmMOBLFRQM7jGzCWhGv
1wt791X0cBFNc?DDGunBlYfﬁLDPjUYL77UjPcCYBSKoVEcNnoMRB?dHFYAfPP7x164aRunDDjwcPcu
Awq97cpwpThzDOGZQwwIn66 rnFkuS8kZ35Gj zM68RYGeRHALQrU=napjM3ySbBAHHs3XQub+uh/Gbn6W
rCKs+oqXXWgdLg0=ql7TBIooNpbFCDxKVp3D7WvF2Zp8Vzg5mcbcjEhzH7cwLz9eEo/00gCZTH4xITmn
2b//uSpLcKwz3bVBZ9FBANHERICThgTbzu/buXDSM5Q=CmOmIiwcR6MxFsRoEtwOSUTZpVLardwtd9us8
Qoc3TK2tKQd4ybR2jsawGhWb5FKQ1leYLYnQnxQmOwuf7r0j TLKWNcUBw65V/QInttWloumYLGGCGVa/ 3
T4CGON2yBNssvIGN1igOB60O=NcSrmv7/CWtuSglLr7xhodbpffhsSLwqyJTqUhKjSGwcWPVN5aqa2CTlg
w+Adv2ERX6YB00s1c60cfFVVYTetBO9BBWDa6QPVriTVi2jy9av8=s88521fScw6j14DeS+e6T/0SjhEAU
W79h8KNrNKomocybmRPXmLOV9A==KtY0/kFWbjhYvyw7S/+4qEKHD7CtQT16MTK4feCHE2bZv/+5Kktw
rJ4/KNtuOuilil/CXvepmDVCdOF4hEePCyGHqZgONr74VI8STg8roxESRTkyyxb50ALSN7/BFevkMGekn
PmBMZt8=uQaZXZJBi3Bzn8Wq9id1lGFW/YFjcjixaHpbqfZEPbFqq25Tg71HO0eQHDbhO+EZ/MP7PPS7bY
k7KeuE2pNmG3jQ==7xUECpPc+BRLeCoATIowmlv53CxdNuTTvHxwY5swFN/5YBs0z0cil4ySDtMMQTQIZ
Rmg4k9W50ZeBjVm0O1JoD08X4eq4CU71c132K1R6q2453Mu/B5mpDuZ8 rHGXgMJCVO6zI+BHiudg=ce3p
+chcBF4j6r3562ZhJotxw6dyPNheNW/MZA8J2uFZ28+Z/BAC9CmQrSVap/vzkYH/Np42Igo=EMIWBaVd
hGKQXhnOP1cj2k12dCrUrR1KQObhx1maxLBO8nWGF6LKDZ1Rj30Gt4SiuVFBo7+qMKy5rVe01PcLtfeA
qj qKMygKHkW+WQ641iSTHSpjGmxaSWqV4UgIdAkbozzCoVDxE74Kg=GuOykJleh6Eo/04YvT3RaRuP9EGH
tDKCOUt7BZD6qn/zNjpcgafW86btfD1yQ4UOs5LYeqvo6g4n02xgQchLGL8VKOlKca/13yauFS755QHZ
ypK3IMFhwIHft6ezQgqaSGN6BHydVilL7+byddhxkSjVI9LrSrdoKKeAJQEAnblvI4fAtpolL7csXnDUT
XXjQruiCjPOtH3CAqowP43pm00/7BxDFahN217aJ4HV21ly0Ocum46dLLt fw==jRk2ZM/mHKNEWNSNMQnC
F1IIHTCT9CrSgMKNia5p3h1CWlrdp8rlAgA==HoQDgALw5wH6aBd4pFGHMGSI2HrYGCmWoODuUNMESP jU=
nhm70YsfDOFQF3tPj rR+SAHbMNPLK4r7+0235tGnJ6M=pKDYEOnJANYkBsKH27D1haKnNJGzT30yH038

KcCBunsHbpqGruwlLJQmGuPNsq32/WSvk287c2/U=fKKTS1iB1VVDpoNU/9g+UBFS1K1cT++1dbRUQ344ap

PD
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File #2171 Base64 decoded



