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4 ™
COMPLEXITY OF CURRENT SYSTEMS

Current software applications:
® are more and more complex
® must satisfy increasing security requirements

® need an expertise to introduce the security

Knowledge about security:
* Notion of security patterns [Yoder et al.:2005]

® A set of Security patterns encapsulate security expert’s knowledge.




Problematic

Knowledge gap between Software Developers and Security Specialists

o Several security patterns have been proposed, but:
they do not constitute an intuitive solution

they do not provide clear directives to guide the developer in their practical

application.

For reuse purpose, complex applications are often based on

components.

= OUR ISSUE IS : How to guide designers 1n integrating
security patterns Into components models?
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COMPONENTS ENGINEERING

Software Component:
“autonomous and reusable entity interacting with its environment
through required and provided interfaces” [Szyperski:02]
Existing components Models :
® Components conceptual models: SOFA, UML 2,0, Fractal, ...
® Architecture description languages: Fast, Darwin, Wright, ...
® Components Programming languages : ArchJava, Java / A
The component approach is mainly based on the principle of reuse

by assembling components.

Provided Interface
' O <<Component>> '

- [E— p <<Component>> o
<<Component>> Client \o Server
¢

Required Interface




SECURITY PATTERNS

Pattern :

“Generic  solution to a recurring problem in a given context®

[Gamma:95],[Alexander:97]

Security Patterns:
* Encapsulate the knowledge of experts in security

® Provide developers with guidelines for reusing human security expertise

Security patterns classification [Schumacher et al. 2006]:
® [dentification and authentication
® Access control

There are dependencies (e.g. sequencing) and relationships between
security patterns




e
MODEL DRIVEN ENGINEERING

Principles:
® Models are considered as first class citizens
® The design process can be seen as a set of model transformations

® FEach transformation takes models as input and produces models as
output until obtaining the code.
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4 PROPOSITION A
A FRAMEWORK FOR PATTERN INTEGRATION

Security Concerns Functional Concernes

Meta model

Component
Metamodel

Security
Pattern’s
solutions

conforms To

Implemente Compone]lt
- Model

The proposed framework:
® allows using the security knowledge encapsulated in security patterns

to produce a secure component—based model.

® presents two dimensions: functional concepts and security concerns.

The security UML profile is applied to elements of a Component
@application model which is an instance of the component metamodel.
/
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|
! Component
: Metamodel
|

Security ||
Patterns

Choose

(_ Mapping )

[

Select a security design pattern to apply

]

[ Map pattern participants with component metamodel concepts ]

(_ Profile Elaboration ) I
dentify stereotypes from pattern participants
Identify metaclass to extend
Add tagged values to sterotypes
[ Associate stereotypes with adequate UML metacalss
(o) ]
Security Profile

(-

PROFILE CONSTRUCTION PROCESS

® This process allows converting the

abstract solution contained in
Security patterns to concrete
solutions adapted to Component

domain concepts.

Concrete solutions are represented
as UML profiles which are used to
apply expert design experience

described in security patterns.




ILLUSTRATION

Role Based Access Control (RBAC) pattern
(adapted from [Fernandez, 2006])

® Users have different roles that require different skills and

responsibilities, and therefore should have different rights of access

to data.
User | *  MemberOf *1 Role * Authorization_rule * | ProtectionObject
id id id
name name name

Right

access type
predicate

copy flag

checkRights




|ILLUSTRATION

Security Pattern Component Metamodel
UML 2.0
>
dcpcnds
Security
Profile

MAPPING: relation between security pattern participants and component
metamodel elements.

° Example with RBAC pattern:

Access Control Access Control Component metamodel
Pattern Pattern participants element
Right Connector
RBAC User Component
Pattern Role Port
ProtectionObject Component
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previous rnapping:

|ILLUSTRATION

values to the corresponding stereotypes.

=imetaclass=

«metaclasss

and associate these metaclasses with defined stereotypes.

e all pattern’s participants are specified as UML stereotypes.

® cach identified stereotype extends a specific metaclasses

«metaclass=

Port Connector
Component
=Stereoctypes =Stereoctypes =Sterectypes «Stereotypes
User ProtectionObject Role Right

+ id: Integer [1]

+ name: String [1]
+ type: String [1]

+ walue: Integer [1]

+ id: Integer [1]

+ name: String [1]
+ type: String [1]

+ walue: Integer [1]

+ id: Integer [1]
+ name: String [1]

+ access_type: Integer [1]
+ predicate: String [1]
+ copy_flag: Boolean [1]

+ CheckRight()

™~

RBAC PROFILE ELABORATION : produce a UML profile according to the

® define stereotypes and tagged values, identity metaclasses to be extended

® RBAC pattern’s participant’s properties are added respectively as tagged
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USE CASE: THE GPS SYSTEM

Description of the Basic GPS system and use cases
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USE CASE: THE GPS SYSTEM

The GPS modeling is made using the UML component diagram

l-li.-

«COmponent:
SecureSatellite

SecureSatellitePort: PSecureSatellite [1]

[

[Satellite

«COmponents
Satellite

Il'-l

-------------- { ] sateliterort: PSatelite (1

IS atellite

i
i
i
q
E)
H
i

TreminalGPSPora: RSatellite [1 ]I_l_l
L

ISecuresatellite

«compaonents
GPSTerminal

C’ ) o _EJ TreminalGPSPort!: RSecuraSatellite [1]

ISecuredatellite

TreminalGPSPort2: ROperator[1]
1

Map Downloading j I0perator

I_]_I

IDperator

scomponents
MapDataBase

M

MapDataBaseFPort: Fiap [1]
[ 1

PP

)

O——f

I0peratar

«components
| Operator

'

_] OperatorPort] : POperator [1]
OperatorPort2; Rkap [1




USE CASE: THE GPS SYSTEM

We apply the formalism of composite structure UML diagram:
® to model the Basic GPS system
® to stereotype system elements with the produced RBAC UML protfile

GPS
<< ProtectionObject> >
SecuSat: SecureSatellite [1] Sat: Satellite [1]
:| SatellitePart: PSatellite [1]
SecureSatellitePort: PSecureSatellite [1]
[ ]
<< lsers =
User: GPSTerminal [1] < <ProtectionObject> >
i 0 i BD: MapDataBase [1
< <Right>> TreminalGPSPort3: RSatellite [1] | p [1]
TreminalGPSFot: RSecureSatellite[1] << ProtectionObject> »
=<Rolex=» TreminalGPSPaort?: ROperator[1]
[] MapDataBaseFort Phap [1]
<<Role>> —
<< User>
<= ProtectionObiect> >
< «<Right> > Server: Operator [1]
<«<Right>=
OperatorPort1: POperator [1]
OperatorPort2; RMap [1] c<Roles>
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CONCLUSION

We propose a novel approach that utilizes security patterns for
injecting security into component based application designs

Our technique enables security UML profile elaboration from
security patterns that embed proven experts security solution

We propose an UML profile construction process

Such security profile extends the component metamodel to the
security context.

We have developed a case study (GPS system) to demonstrate
the application of UML profile produced via our approach




PERSPECTIVES

e Cover a large number of security patterns proposed in literature.

¢ Automatic application of the produced profiles by establishing a
method based on the description of security pattern transformation

rules.

e Consider dependencies among security patterns when describing
security pattern transtormation rules (like between Authenticator,

RBAC and Reference monitor patterns)

o Develop an assistance tool guiding component application’s

designer in security pattern integration in order to allow their casy.
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